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Create Network

1.1 Creating the Network B

Address «192.168.20.1/24>

E Ig i Address: | [EERITPIRIEE

|Address 4 |Nehm0rk |Interface Netwark: |192_153_2{}_@
D = 192.168.1.127/24 192.168.1.0 etherl
5 192.168.10.1/24  192.168.10.0 BridgeA Interface: | etherd

«|
Jitems (1 selected)

In this step, a new IP configuration is added to interface ether4.
Address: 192.168.20.1/24
Network: 192.168.20.0

Interface: ether4

This configuration sets up a new subnet (Network B) on the ether4 interface. The
IP address 192.168.20.1 is assigned to the router's interface and is commonly used as
the default gateway for other devices within the 192.168.20.0/24 network. The
192.168.20.0 is the network address, representing the entire subnet and not an
individual host.

This setup enables communication within the 192.168.20.0/24 subnet, where devices
can use the 192.168.20.1 address as their gateway to route traffic outside the local
network.



Configure IP Address

1.2 Configuring the IP Address for Network A

E Izl ddress: 1!:4':1.

|Address / |Network interface | ¥ ||| Network: | 192168100 -
D % 192168112724 19216810 etherl -

_ Interface: |BridgeA " *| Apply

50 192.168201/24 192168200 etherd

Cancel

Disable
Comment
Copy

Remove

enabled

¢/
Jitems (1 selected)

An IP address has been assigned to the router interface BridgeA for Network A.
Address: 192.168.10.1/24

Network: 192.168.10.0

Interface: BridgeA

This configuration places the interface BridgeA within the subnet
192.168.10.0/24, making 192.168.10.1 the default gateway for devices in Network A.



Configure IP Pools

1.3 Configuring the IP Pools

Pools | Used Addresses

+ = v
Mame £ |Addresses Mext Pool

o NW_A 192.168.10.20-192.168.10.30 none
o NW_B 192.168.20.2-192.168.20.10 none

NW_A: Allocates IP addresses within the subnet 192.168.10.0/24. This range is
reserved for clients connected to Network A.

NW_B: Allocates IP addresses within the subnet 192.168.20.0/24. This range is
reserved for clients connected to Network B.

Each pool is defined with a starting and ending IP address. These addresses are
assigned to devices dynamically when they request network access via DHCP. The
Next Pool field is set to none, indicating that no overflow or chaining of pools is

configured.



Create Wireless Security Profile

2.1 Creating a Wireless Security Profile (NWA)

WiFi Interfaces. ‘ W60G Station ‘ Nstreme Dual ‘ Access L|s|| Registration ‘ ConnectList Security Profiles ‘ Chanmh‘ Interworking Profiles.

Mode: | dynamic keys [5]
Authentication Types: V] WPAPSK ¥ WPA2PSK
WPAEAP [V WPA2EAP

Unicast Ciphers: [v| aes cem (V] tkip

2items (1 selected) Group Ciphers: [v| aescem  [v] tkip

WeRa e Sty

Group Key Update: |00:05.00

disabled [=]
Protecion Key:

[ Disable PMKID

A new wireless security profile named profile NWA was created to secure the
wireless network for Network A. This profile uses dynamic encryption keys and supports
both WPA and WPA2 authentication protocols.

This profile ensures secure wireless communication using modern encryption
standards (AES-CCM) while supporting both WPA and WPA2 for compatibility. It is
applied to the wireless interface associated with Network A.



Configure Wireless Access Point

2.2 Configuring Wireless Access Point (wlan1)

WiFi Interfaces ‘ W60G Station ‘ Nstreme Dual ‘ Access Lm‘ Registration ‘ ()onneclLL’.l‘ Security Profiles. ‘ Channels ‘ Interworking Profiles ‘

’r”q E | caP || WPsGient || Setup Repeater | S || Frea.Usage || Alignment | Wireless Snifer || Wireless Snaoper
Name. Type « Rx w Packet (p/s) acket (p/s) «

Actual MTU [T

Band: |2GHz B/G

Channel Width: [20MHz

Frequency: 2412
SSID: | SkilFusion
Security Profile: [ profile NWA
WPS Mode: |push button

-
Titem outof 7(1 selected)

Frequency Mode: |regulatory-domain
Country: [thailand WPS Client

Installation: [any £ Setup Repeater

Default AP TxLimit | s i

DefaultClient Tx Limit | s Freq. Usage.

Align.
Default Authenticate 2

Default Forward
[ Hide SSID Snooper..

Sniff

The wireless interface wlan1 has been configured to act as an Access Point (AP)
for Network A, enabling wireless clients to connect to the network using secure
credentials.

This configuration sets up the wireless network SkillFusion, secured with the
previously created profile: profile NWA. Clients connecting to this SSID will receive IP
addresses from the corresponding DHCP pool and communicate securely over the
network.

Wi-Fi SSID: SkillFusion
Password: 98765432



Create Bridge Interface

2.3 Creating Bridge Interface (BridgeA)

Type: [Bridge ]
MTU: -
Actual MTU: [1500
L2MTU: [1598
Al MAC Address: [D4:01:C3:4C.C6.09
1item out of 7 (1 selected) ARP: enabled S
e —
in.MACAddress:| |w

Ageing Time: |00:05:00 |

"] IGMP Snooping
["] DHCP Snooping

FastFoward

A bridge interface named BridgeA was configured to combine physical interfaces
into a single Layer 2 domain. This setup is essential for enabling wired and wireless
clients to communicate as part of the same local network (Network A).

The bridge interface allows both wireless (e.g., wlan1) and wired (e.g., ether2,
ether3, etc.) interfaces to operate within the same broadcast domain. This is commonly
used to facilitate communication and DHCP management for devices in the same
subnet.



Setup DHCP Client

3.1 Setup DHCP Client

DHCP Cheant
DHCP Client | DHCP Client Options

EE (][] @ |7 [ Retease | Renew |

Interface / UseP.. AddD.. IP Address

[Find ‘

[Expires After | Status d

ether yes yes 192.168.1.127]...

23:20:58 bound
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3.2 Setup DHCP Server

Wlm Leases Opbons Opton Sels  Vendor Classes Alers
| T DHCP Cankg | DHCP Seup
‘ [Relay  Leass Tame Address Pool |[Add AR |

DOIG00 NW_A "o
00:10:00 NW_B o
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Firewall Configuration
4.1 Firewall Filter Rules Configuration

FibetFues | NAT Mangle Fiow Service Poms Comections Addesslisss Layer? Protocols
+ 7| | F| |90 ResstCousters | 10 Rewst A3 Countees o ¥

s Acksa | Chan See Addreis Dal Address Piolo_ Sic Port  (DstPadl 6 bled . Dl ble_ In bsled . Oul bl |Src Ad Dsl AdL |Byles Packels
W oop  doreard namelis! AT W m
o acc forward 192168.10022 152 163.20.10 6 (eph 5000 1328 i
M ovop  toreard TS2ER00. 1521622010 & (ph 000 e o
o mcc . doremnd 15 1ER. 102 152 188 2020 6 (icph 000 e 1
B dop  doreard THTEE000. 1521532020 & flcpd 000 B 15

Firewall filter rules were implemented to control communication between devices
in Network A (192.168.10.0/24) and Network B (192.168.20.0/24). These rules are
specifically applied to TCP port 5000, which is assumed to be used by a particular
service or application. Give Access Supervisor (192.168.10.22) to Machine A
(192.168.20.10) and B (192.168.20.20).

This setup ensures fine-grained control over inter-network traffic, enforcing
access restrictions while allowing trusted exceptions. We used port 5000 because it
conflicts with port 80 in XAMPP Server.
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NAT Configuration

4.2 NAT Configuration

FillorFules MNAT Mangle Raw Sorvice Pors Cosnecions AddeessLists  Layer? Prolocols
-I-__-_ Lk =] 1_ 0 ResatCoustars | 10 Ressnal Countars |
[ Acton  Chain Sec Adcress Dl Address Prolo | Sec Porl Db Pod  |In inteed . Out lebe.In leterd . Oul bsio_|Snz Ad [Dal Ad . Biyies

& (icp 5000 e

Genersl Advanced Exba Action Statsics E
Mn NN Cancel
See Address: || 192 168 10.0/24 |
Dst Address:

To allow devices on the 192.168.10.0/24 subnet to access external networks (such
as the internet), a Source NAT (srcnat) rule using masquerade was implemented.

Chain: srcnat — this chain is used for packets leaving the router.

Src. Address: 192.168.10.0/24 — only traffic originating from this subnet is
affected.

Out. Interface: ether1 — NAT is applied to traffic exiting via this WAN interface.

Action: masquerade — dynamically replaces the source IP with the router’s own IP
on ether1.

This rule is critical for enabling internet access from private IP ranges, ensuring
return traffic is routed properly.

13



Firewall Layer7 Protocol

4.3 Firewall Layer7 Protocol

FitorRules NAT Mangle Raw Service Pods Cosnectons AddussLists | Layer? Protocols
#=l[e]=] || (7]
" |Name | Address [Timeout [Creation Tima

[ @ nameLst 1521821030 | Ap I8 2261

FilorFules  NAT Mangle Faw ServicePoms Connecions Acdiessliss Laye? Promocos |
=197
. L

Block IP 192.168.10.30 to mthai.com
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Configure the computer hosting the Company Introduction Web
Page to share a folder

1. Renaming the Computer

Settings

e Arkar Pyae Phyo System > About

akpp.arkarpyaephyo@gmail.com

[l Storage B Graphics Card ® Installed RAM (B) Processor

Find a setting
9 System Properties 6 GB 16.0 GB Intel(R) Core(TM)

ComputerName Hardware Advanced System Protection Remote i7-9750H CPU @
Home 2.60GHz
Windows uses the following information to identfy your computer on
the network . P ced: 2667 2
System Multiple GPUs installed Speed: 2667 MHz 2.59 GHz
Computer description

Bluetooth & de For example: "Kitchen Computer” or "Mary's
Computer”.
. Ful e WINTIA

Network & inter, CUCTIEE TP

Workgroup. WORKGROUP 5 —

ename this

Personalization

To use awizard o join a domain or workgroup, click D

Network ID.

Apps

To rename this computer or change its domain or

ch
workgroup. click Change. 2ngs

Accounts
Time & languag
Gaming

Accessibility

Privacy & security System type

Pen and touch
Windows Update

Related links  Domain or workgroup  System protection  Advanced system settings

BR  Windows specifications

Edition

Version

To identify the file server on the network, the computer name was changed via
System Properties. The name was updated from the default to a more descriptive
one (e.g.,WIN11A) to simplify network access. The system was restarted to apply
the changes.
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2. Setting Network Profile to Private

Network & internet > Ethernet

|;? Network ~

Connected
Network profile type

Public network (Recommended)

Your device is not discoverable on the network. Use this in most cases—when conneacted to 2
network at home, work, or In 2 public place

% Private network
Your device is discoverable on the network. Select this if you need file sharing or use apps that

communicate over this network. You should know and trust the people and devices on the network

Configure firewall and security settings

The network profile was changed from Public to Private under Settings > Network
& Internet > Ethernet. This allows the device to be discoverable on the network,
enabling file sharing and communication with other trusted devices within the
local network.
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3. Configuring Advanced Sharing Settings

Settings

e Arkar Pyae Phyo =« > Advanced network settings > Advanced sharing settings

akpp.arkarpyaephyo@gmail.com

) : Private networks
Find a setting

Network discovery
Home Your PC can find and be found by other devices on the network

System Set up network connected devices automatically
Bluetooth & devices
File and printer sharing On c

Network & internet Allow others on the network to access shared files and printers on this device

Personalization
Public networks Current profile ™

Apps
Network discovery of @

Accounts Your PC can find and be found by other devices on the network

Time & language ’ X ) 7
File and printer sharing off @

Allow others on the network to access shared files and printers on this device
Gaming

Accessibility All networks

Privacy & security

Public folder sharing on @D

Allow others on the network to read and write files in Public folders

Windows Update

File sharing connections

Use 128-bit encryption for devices that support it o Recommende)

Password protected sharing
Only people who have a user account and password on this PC can access shared files, printers, and Public folders

Related support

Under Advanced sharing settings, the following options were enabled for the
Private network profile:

e Network discovery

e File and printer sharing

Additionally, under All networks, Public folder sharing was turned on, and
Password protected sharing was disabled to allow open access to shared folders
without requiring user credentials.

17



4. Enabling SMB 1.0/CIFS File Sharing Support

Settings

Arkar Pyae Phyo =+ > Advanced network settings > Advanced sharing settings

akpp.arkarpyaephyo@gmail.com

2 q Private networks
Find a setting

A Home AN | @ > Control Panel > Programs > Programs and Features
Windows Features
B System =
Control Panel Home Uninstl
. Turn Windows features on or off
3 Bluetooth & devices v alled updat
lewinstalled updates To uninstal To tum a feature on, select its check box. To tum a feature off, clear ts check
©  Network & internet - Tt;fm Windows features on or box. Afilled box means that only part of the feature s tumed on.
o
Organize ~ Microsoft NT Kernel Integration VSC Driver
Microsoft Print to PDF talled On ~ Size Version
m"{(";"“fs D"‘(“me"‘ Writer 122025 413MB 2545941
ultiPoint Connector
Print and Document Services 10/2025 6113
Remote Differential Compression APl Support 202 4204
Services for NFS | 0045
Simple TCPIP services (i.e. echo, daytime etc) . 0.045
SMB 1.0/CIFS File Sharing Support 3.08.09
SMB Direct 136.1.78.94
Telnet Client 6002273
TFTP Client 109177
Virtual Machine Platform 125/2004 1050

4 Personalization Name
% Advanced IP
B Apps @ Amoury cra
_ @ ASUS Frame
@ Accounts [AURA lightir
[ AURA lightir
& Time & language B AURA Servic
@ Brave
@ Gaming = CapCut
[@Discord
Accessibility FGamesDK S
4K Dragon 072025 202430662
@ Privacy & security Bune 872025 9703556
8 Microsoft NET Runtime = 61076 (x64) Microsoft Corporation 3/10/2025 954MB 60.1632323
£ Windows Update © Microsoft Edge Microsoft Corporation 4/26/2025 135.03179.98
[®Microsoft Update Health Tools Microsoft Corporation 12/20/2024 1.02MB 57200
[ Microsoft Visual C++ 2010 x64 Redistributable - 10.0... Microsoft Corporation 4/7/2025 138MB 10040219

ID00e’s00osscos0

“pam | Currently installed programs Total size: 7.99 GB
r 46 programs installed

Qy Help from the

Learn about Control panel options moving to Settings

In Control Panel > Programs and Features > Turn Windows features on or off, the
SMB 1.0/CIFS File Sharing Support feature was enabled.

This legacy protocol is required to allow older or non-Windows devices (like
some routers or embedded systems) to access shared files on the network.

18



5. Setting Folder Permissions for Sharing

W This PC +

< ThisPC >

N Sort 8= View

A Home

L Downloads
B Dpocuments

I pictures Previous Versions Customize

General Sharing Security Location
©® Music

Objectname:  C:\Users\akppa\OneDrive\Documents
[ Videos
Group or user names:

82 Everyone

£2. SYSTEM

& Arkar Pyae Phyo (akpp.arkarpyaephyo@gmail.com)
£2 Administrators (WIN11A\Adrinistrators)

To change permissions, click Edit

Permissions for Everyone

Full control
Modify

Read & execute
Listfolder contents
Read

Wiite

> % Network

For special permissions or advanced settings. Advanced
click Advanced a

Titem |

Permissions for Documents
Securly

Objectname:  C\Users\akppalOneDiive\Documents

Group or user names

B2 Everyone

2 SYSTEM

2 Arkar Pyae Phyo (akpp.arkarpyaephyo@gmail.com)
B2 Administrators (WINT1A\Administrators)

Permissions for Everyone

Full control
Modify

Read & execute
Listfolder contents
Read

Cancel

8 Details

Permissions for the Documents folder were modified. The Everyone group was
added and granted full control, allowing all users on the network to access, read,
write, and modify files within the shared folder.
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RESULT

Test access to the company’s website from an external user

v @ skill Fusion X  +

c A\ Notsecure  192.168.10.20:5000

TEAM MEMBERS

ARKAR PYAE PHYO SWAN HTET AUNG MYINT MYAT
6631502023 6631502028 6631502055
(=Y . ANy

Company Information Website
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Test connectivity between the supervisor’s computer and machine A

(9 @ O |® skilFusion x @ FirstWeb

> (O | A Notseure 192.168.10.22:5000

For supervisor to use monitoring the opertion of the machine

Monitor Machine A
Monitor Machine B

B8 (@ seach ;\Z\A\‘-EQH.,Y o @2 e &

1030 PM
ti
NGO

Supervisor Monitoring Website
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Test connectivity between the other computer in the network A and a machine A

M & O O Fctwe

(@] A Notsecure | 192.168.20.10

Machine A is Running Well

() Work) ® O ® Frstwed

C | A Notsecure | 192.16820.20

Machine B is Running Well

Machine Operation Simulation Website

22



Test Blocking the Website

t9 © O ¢ mthaicom X » (37)YouTube

= X (O mthai.com

Hmmm... can't reach this page

The connection was reset.

Try:

= Chi ng the connection

Refresh

L Type here to search

Blocking the Website Access
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Test Sharing a File

Steps to Access Shared Folder from Another PC

- Change the network type to Private in Ethernet settings.
- Go to Advanced Sharing Settings in the Control Panel.
- Enable SMB 1.0/CIFS File Sharing Support in Windows Features.

Set permissions and share the folder (e.g., Documents) on the host machine.

On another device, open File Explorer and type \\winl1a in the address bar to
view shared folders.

B > Network > winlla »

Unspecified

Documents Users

-y —

24
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